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Swiss-Cheese Example

SW i S S C h e e S e T h e O ry In this example, intelligence agents gain physical access to

corporate servers and steal corporate data.

SRMAM.COM

Human Factors

In this example, a series of Human Factors allows a boat load of
pirates to gain access to an oil tanker, resulting in loss of ship

Government or commercial intelligence
operatives discover the physical location
of servers'in a shared data facility

They enter server room as potential clients
or technicians for co-located company

Management practices routinely
allow visitors and 3rd parties to
remain unsupervised in server room

Cost saving measures
mean that not all
server cabinets have
locks on cabinet doors

fail to follow

resand Failed or

Absent
Barriers

When holes
align in Swiss
Cheese

2)

Hardware or
software intercept
placed on client

servers.
NOTE: Most data breaches occur Customer and
remotely via software vulnerabilities but corporate records
a) this is a lot easier example for non-IT compromised.

people and b) it is (sadly) a real world
example.
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SRMBOK Framework

INTELLIGENCE

PROTECTIVE
SECURITY INCIDENT

RESPONSE

RECOVERY &
CONTINUITY

Practice Areas
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SRM Integration
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Operational Competency Areas
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Security-In-Depth

Regulation and Policy

Training and Education

Enablers

Operations and Application

Governance and Oversight
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The Next Edition

ACTIVITY AREAS
Intelligence, Security, Response, Recovery

KNOWLEDGE AREAS

Exposure, Risk, Resource, Quality

PRACTICE
AREAS SRM INTEGRATION Capabilties
ryscal Iformaton,

People, ICT Integration, Design, Application, Assurance

COMPETENCY AREAS

ENABLERS

Regulation, Training, Operations, Governance, Sustainability
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PRACTICE AREAS
Physical
Security

Informatio
Security
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ACTIVITY AREAS
Intelligence, Security, Response, Recovery

KNOWLEDGE AREAS
‘Eposire ik Pescusca Qualy

PRACTICE
AREAS SRM INTEGRATION
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ENABLERS

Regulation, Training, Operations, Governance, Sustainability




PROTECTING CAPABILITY

ACTIVITY AREAS
Intelligence, Security, Response,
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PROTECTING CAPABILITY

Protecting
RESOURCES

ACTIVITY AREAS
Intelligence, Security, Response, Recovery
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To achieve .=
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OBJECTIVES
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Exposure



As Low As Reasonably Practicable
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Intolerable levels of risk
Adverse risks are intolerable
whatever the benefits and risk
mitigation measures are essential
at any cost if activity is to continue.
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(3] As Low as Reasonably Practicable :
e A level of risk that is tolerable and cannot -
) be reduced further without expenditure of 2
- costs disproportionate to the benefit gained or ()
- where the solution is impractical to implement Q
= (72
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Ideal levels of risk
Risks are negligible, or so small that they can be
managed by routine procedures and no additional risk
treatment measures are needed.



Risk Equilibrium (Optimal Trade-Off)

Resources

Higher Risk

Lower Risk

Intolerable

ALARP

Tolerable

Quality

Resources and
Quality in
appropriate
proportion to the
Exposures for
end result of risk
ALARP

Exposure



Risk High if Resources & Quality Low
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Resources High but Quality Low
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COMPETENCY AREAS Business
Integration

A ITY AREAS
Intelligence, Security, Response, Recovery
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ACTIVITY AREAS S" :

BowTie
Model
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INTELLIGENCE

PROTECTIVE
SECURITY INCIDENT
RESPONSE RECOVERY &
CONTINUITY
PREVENT
PREPARE RESPOND
RECOVER




ACTIVITY AREAS
Intelligence, Security, Response, Recovery
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Practice Areas

Physical
Security

Information
Security

Security
Management

Security

INTELLIGENCE

PROTECTIVE ! |
SECURITY L~ INCIDENT !
| RESPONSE I RECOVERY &
[ CONTINUITY

Decryption
Specialists

Close Personal
Protection

First Aid
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Firewall Emergency

Technicians
Programmer , Comms
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Risk |

Management

Scope, Context, Criteria

Risk Assessment

Risk Identification
Risk Analysis
Risk Evaluation

Guidelines

Communication & Consultation
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Recording & Reporting



SRM INTEGRATION -

Updated from
SRMBOK

Security Risk

Management

Aide-Mémoire
(SRMAM)

| RISKASSESSMENT
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THREAT VULNERABILITY
ASSESSMENT ASSESSMENT

CRITICALITY
ASSESSMENT

RISK
ANALYSIS

RISK
TREATMENT

Residual Risk
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Targetability - Asset Attributes

Exposure
(Duration)
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Opportunity Effectiveness Criticality
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RISK ASSESSMENT

Risk Rating

Risk Prioritisation
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Treatment Options

Avoid the Risk Change Change Share the Risk  Retain the Risk

Likelihood Consequence

RISK

MONITORING AND REVIEW

RECORDING AND REPORTING

COMMUNICATION AND CONSU




SRM INTEGRATION
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SRM Maturity Model

Level 4 - OPTIMISING

Proactive SRM, resilience & opportunity
realisation practiced at all levels as
part of competitive advantage

Level 3 - REPEATABLE

Structured SRM built into routine
management processes with evident
awareness of benefits at all levels

Level 2 - BASIC

Informal or unstructured SRM systems
which are focussed on loss prevention
and threat mitigation

Level 1 - INITIAL

Compliance approach with minimal or
excessive ad hoc reactive practices,
and little awareness of SRM benefits




Enterprise Security Specifications

Security Measure /
Area Type

Building Protection *

Threat Level

Moderate Medium
Commercial Commercial
Grade with back-to-base monitoring|Grade with back-to-base monitoring| TYP€ 2 Type 2 Type 1**

Intruder Resistant Area

Type 2 Alarm system & peripherals

Secure Room

Type 1 Alarm system & peripherals

NOTES:

* Sensor-activated halogen flood lighting should be installed at both the front and rear of the office/residence
to illuminate the immediate grounds area. A command switch for the lighting shall be installed within the
house for manual override or for manual use of the lighting.

** For all Type 1 security alarm systems (SAS):

»Detectors should cover all entrance and exit points. All perimeter doors should be protected with balanced
magnetic reed switches. All SAS hardware is to be located in the controlled perimeter

»A Man-Machine Interface, (keypad), should be located within the residence in close proximity to the main
entry door, and should provide for a 30-second delay on entry/exit. If power is lost to the residence, an
uninterrupted power supply (UPS) or battery back up system should be used to provide power to the SAS for a
minimum of four (4) hours

»The SAS should be monitored by a host country accredited monitoring station, in accordance with Australian
Standard (AS) 2201 or an equivalent specification

»There should be written procedures in place in the event of an alarm. These may vary in accordance with
operational requirements, but they must encompass instructions on contacting the staff and families, and a
suitable response. Contingency plans should be put in place in the event of failure of the Type 1 SAS




Enterprise Security Specifications

THREAT LEVELS
1 2 3

4
R e '
IMG M M M-Crypt
Intruder Alarm System |55 —é M M-Crypt
Esp. S M M-Crypt | M-Crypt_




Enterprise Security Postures

SAFETY 1 2 3 4
MEASURE

Briefings Upon induction/ All staff to be briefed on All staff to be briefed on All staff to be briefed on All staff to be briefed on
recruitment plus on an change of Alert Level and |change of Alert Level and |change of Alert Level and change of Alert Level and
annual basis, all staff are [threat where known. threat where known. specific threat. specific threat.
to be briefed on local All staff to be reminded to | All staff to be advised of Intelligence & Staff Safety Intelligence & Staff Safety
security plans and on be vigilant/ inquisitive contingency and summaries provided on each |summaries provided on
protective security about strangers, to watch |emergency response country as required but not less|each country as required
measures/ practices. out for unidentified or plans, and reminded to be |than bi-weekly. but not less than daily.
Intelligence & Staff unattended packages and |particularly vigilant.
Safety summaries vehicles. Intelligence & Staff Safety
provided on each country | Monthly Intelligence & Staff | summaries provided on
as required, but no less | Safety summaries provided |each country as required
than quarterly. on each country. but not less than weekly.

Uniform No restrictions on the No restrictions on the No security restrictions on |No uniforms to be worn outside | Consider cancelling flights

wearing of uniform
except that security
passes are not to be
worn outside of airports.

wearing of uniform except
that security passes are
not to be worn outside of
airports

the wearing of uniform,
unless the cabin crew
manager imposes local
restrictions.

of airport precincts. Staff are to
change within designated
lounges.

until Alert Level lowers.
Otherwise as per Alert
Level 4.




Other Training

1 Hour

1 Day

3 Days

5 Days

e Risk Assessment

e Risk Treatment

¢ Risk Management

e Enterprise Risk Management

www.juliantalbot.com
www.srmbok.com
www.sectara.com

INTERNATIONAL 150
STANDARD 31000

Risk management — Guidelines

|
15031000
WEBINAR

MANAGEMENT
'AND SOFTWARE
|-THE WEBINAR tsbga 1 -,

ISO31000 Risk Management Standard
(Webinar) management software (Webinar)

Save time and improve profits with risk

Tue, Sep 13,2022 5:15 PMAEST Wed, Sep 14,2022 5:15 PM AEST

-
INTERNATIONAL 150
STANDARD 31000 5
Risk management — Guidelines £
| \
1SO31000
WEBINAR

-
RISK MANAGEMENT
101

(=
A|SRMBOK

Security Risk Management Body Of Knowledge.

An duction to SRMBOK

WEBINAR

An Introduction to SRMBOK (Webinar)
Mon, Sep 19,2022 5:10 PM AEST

RISK MANAGEMENT

OPEN FORUM Q&A
THE FUNDAMENTALS et
ISO31000 Risk Management Standard Risk 101 -The Fu Risk Ci ing and Mentoring
(Webinar) Fri, Sep 23, 2022 8:30 PM AEST Mon, Sep 26, 2022 12:30 PM AEST

Tue, Sep 20,2022 5:15 PM AEST

A|SRMBOK

Security Risk Management Body Of Knowledge

4
RISK MANAGEMENT |
L Security Risk Assessmi
THE FUNDAMENTALS | \ TRAINING COURSE V)

Risk 101-TheF

SRMBOK Security Risk Assessment (Virtual
Mon, Sep 26, 2022 3:00 PM AEST Training)
Tue, Sep 27, 20229:00 AM AEST

Starts at A$150.00

INTRODUCTION >
TO 15031000
VIRTUAL
TRAINING

1S031000 Risk Management (Virtual
Interactive Training)

Wed, Sep 28, 20229:00 AM AEST

Starts at AS100.00
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