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Topics

• SRMBOK
• What is it?
• What does it mean for you? 





What SRMBOK includes

• Introduction and Overview
• SRM Context
• Security Governance
• SRMBOK Framework
• Practice Areas
• Strategic Knowledge Areas

• Operational Competency Areas 
Activity Areas
• SRM Enablers
• Asset Areas
• SRM Integration
• SRM Lexicon
• Sample Templates
• Bibliography



Audience for 
SRMBOK

CEO & Directors

CSO & Security Advisers

Security Operations 
Managers

Line Managers

Students and ambitious 
security professionals





Swiss Cheese Theory
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Security-In-Depth
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Enablers
Regulation and Policy

Training and Education
Operations and Application
Governance and Oversight

Sustainability and Resilience

Strategic Knowledge Areas

Activity
Areas

Operational Competency Areas
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SRM Integration
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SRMBOK Framework
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The Next Edition



PRACTICE AREAS
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Security In Depth



Eliminate

ASSETS
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PROTECTING CAPABILITY



OIL EXPLORATION EXAMPLEEliminate

ASSETS

E Don’t explore for oil
S Mauritania not Iraq
I Staff in remote areas not city
E Fence, gates, armoured veh.
A Policies, Travel safety training
P Bullet-proof vests



PROTECTING CAPABILITY



SRM INTEGRATION

Strategic Knowledge AreasStrategic Knowledge Areas

Operational Competency Areas
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SRM QUADRUPLE CONSTRAINTS
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KNOWLEDGE AREAS
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As Low As Reasonably Practicable

Intolerable levels of risk
Adverse risks are intolerable 
whatever the benefits and risk 
mitigation measures are essential 
at any cost if activity is to continue.

As Low as Reasonably Practicable
A level of risk that is tolerable and cannot 
be reduced further without expenditure of
costs disproportionate to the benefit gained or 
where the solution is impractical to implement

Ideal levels of risk
Risks are negligible, or so small that they can be
managed by routine procedures and no additional risk 
treatment measures are needed.
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Risk Equilibrium (Optimal Trade-Off)
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Magnitude of Risk
Risk High if Resources & Quality Low
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Resources High but Quality Low
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COMPETENCY AREAS Business
Integration

Functional
Design

Implemenation Assurance



ACTIVITY AREAS

INTELLIGENCE
PROTECTIVE
SECURITY INCIDENT 

RESPONSE RECOVERY &
CONTINUITY

SRMBOK 
Activity 
Areas
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Activity Areas
INTELLIGENCE
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Activity Areas
INTELLIGENCE

PROTECTIVE
SECURITY INCIDENT 

RESPONSE RECOVERY &
CONTINUITY

Practice Areas
PhysicalPhysical
SecuritySecurity

PeoplePeople
SecuritySecurity

ICTICT
SecuritySecurity

Information Information 
SecuritySecurity

SecuritySecurity
ManagementManagement

Project
Managers

Recover
Class. Docs.

Access Control

Psychologists

Technicians

Intelligence
Professionals

Fraud Analysts

Investigators

Prison Officers

Decryption
Specialists

Incident
Control

Public Affairs

Firefighter

First Aid

Emergency 
Comms

Chief Security
Officer

IT Security 
Advisers

Close Personal
Protection

Vetting Officer

Firewall
Programmer

Event

C
O
N
S
E
Q
U
E
N
C
E

C
O
N
S
E
Q
U
E
N
C
E

E
F
F
E
C
T

T
H
R
E
A
T
S

H
A
Z
A
R
D

H
A
Z
A
R
D

EventEventEvent

C
O
N
S
E
Q
U
E
N
C
E

C
O
N
S
E
Q
U
E
N
C
E

E
F
F
E
C
T

T
H
R
E
A
T
S

H
A
Z
A
R
D

H
A
Z
A
R
D



ISO31000:2018 
Risk 
Management 
Guidelines



SRM INTEGRATION

Updated from 
SRMBOK 

Security Risk 
Management 
Aide-Mémoire 

(SRMAM)



SRM INTEGRATION



SRM INTEGRATION

• ISO31000
• CARVER
• ESIEAP
• BOW=TIE
• SWISS-CHEESE
• THREAT



SRM Maturity Model

Level 1 - INITIAL
Compliance approach with minimal or 

excessive ad hoc reactive practices, 
and little awareness of SRM benefits

Level 2 - BASIC
Informal or unstructured SRM systems 

which are focussed on loss prevention 
and threat mitigation

Level 3 - REPEATABLE
Structured SRM built into routine 
management processes with evident 

awareness of benefits at all levels

Level 4 - OPTIMISING
Proactive SRM, resilience & opportunity 

realisation practiced at all levels as 
part of competitive advantage



Enterprise Security Specifications

Security Measure / 
Area Type

Threat Level

Low Moderate Medium High Extreme

Building Protection * Commercial
Grade with back-to-base monitoring

Commercial
Grade with back-to-base monitoring Type 2 Type 2 Type 1**

Intruder Resistant Area Type 2 Alarm system & peripherals

Secure Room

Type 1 Alarm system & peripherals
NOTES:
* Sensor-activated halogen flood lighting should be installed at both the front and rear of the office/residence 
to illuminate the immediate grounds area. A command switch for the lighting shall be installed within the 
house for manual override or for manual use of the lighting.
** For all Type 1 security alarm systems (SAS):
ØDetectors should cover all entrance and exit points. All perimeter doors should be protected with balanced 
magnetic reed switches. All SAS hardware is to be located in the controlled perimeter
ØA Man-Machine Interface, (keypad), should be located within the residence in close proximity to the main 
entry door, and should provide for a 30-second delay on entry/exit. If power is lost to the residence, an 
uninterrupted power supply (UPS) or battery back up system should be used to provide power to the SAS for a 
minimum of four (4) hours
ØThe SAS should be monitored by a host country accredited monitoring station, in accordance with Australian 
Standard (AS) 2201 or an equivalent specification
ØThere should be written procedures in place in the event of an alarm. These may vary in accordance with 
operational requirements, but they must encompass instructions on contacting the staff and families, and a 
suitable response. Contingency plans should be put in place in the event of failure of the Type 1 SAS



Enterprise Security Specifications

1 2 3 4 5
VC S M M M M-Crypt
IMG S M M M-Crypt
PMV S M M M-Crypt
Esp. S M M-Crypt M-Crypt M-Crypt

THREAT LEVELS

Intruder Alarm System



Enterprise Security Postures

SAFETY 
MEASURE

1 2 3 4 5

Briefings Upon induction/ 
recruitment plus on an 
annual basis, all staff are 
to be briefed on local 
security plans and on 
protective security 
measures/ practices.
Intelligence & Staff 
Safety summaries 
provided on each country 
as required, but no less 
than quarterly.

All staff to be briefed on 
change of Alert Level and 
threat where known.
All staff to be reminded to 
be vigilant/ inquisitive 
about strangers, to watch 
out for unidentified or 
unattended packages and 
vehicles.
Monthly Intelligence & Staff 
Safety summaries provided 
on each country.

All staff to be briefed on 
change of Alert Level and 
threat where known.
All staff to be advised of 
contingency and 
emergency response 
plans, and reminded to be 
particularly vigilant.
Intelligence & Staff Safety 
summaries provided on 
each country as required 
but not less than weekly.

All staff to be briefed on 
change of Alert Level and 
specific threat.
Intelligence & Staff Safety 
summaries provided on each 
country as required but not less 
than bi-weekly.

All staff to be briefed on 
change of Alert Level and 
specific threat.
Intelligence & Staff Safety 
summaries provided on 
each country as required 
but not less than daily.

Uniform No restrictions on the 
wearing of uniform 
except that security 
passes are not to be 
worn outside of airports.

No restrictions on the 
wearing of uniform except 
that security passes are 
not to be worn outside of 
airports

No security restrictions on 
the wearing of uniform, 
unless the cabin crew 
manager imposes local 
restrictions.

No uniforms to be worn outside 
of airport precincts. Staff are to 
change within designated 
lounges.

Consider cancelling flights 
until Alert Level lowers. 
Otherwise as per Alert 
Level 4.



Other Training

1 Hour

1 Day

3 Days

5 Days
• Risk Assessment
• Risk Treatment
• Risk Management
• Enterprise Risk Management

www.juliantalbot.com
www.srmbok.com

www.sectara.com

http://www.juliantalbot.com/
http://www.srmbok.com/
http://www.sectara.com/
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